Pa#sRRs

University of Chinese Academy of Sciences

= LIEYEFRMNES AT ikigifriRes

ST (1 2 e gt Jore2gn3
"EES TREHIFTAT AR SR PR AT 3T YIRS
2021F4819H
EFH=ARN
JE5 - ME

— FEA 52 ERIEARART / CASIT CIQ Ml = i1 ML AT 0 73 PR
Cgﬁm

INSTITUTE OF INFORMATION ENGINEERING,CAS EHEW V’\:] Institute of Modern Physics, Chinese Academy of Sciences

2020-202 1 FZ= MK %= 8] L2 IR E L85 ERMNET Bk RiRS Apr. 19,2021 1/52


mailto:lixeon.lij@gmail.com
http://www.iie.ac.cn/
http://www.casit.com.cn/
http://www.impcas.ac.cn/

Contents

. KBS R/
Il AREEMER
. JREENEER

LY
/L

o M - L
V. RERERR ‘ ?t'?‘m‘%f"
V. EABRESR Sl v e
. WY =
r

VI, RIHEZR
VIl. HEER

The Israel of 2025 : On horror, hope and honey
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MEFIE (FEFKE . nmnww? ;) FREE Sk Low) | BEFHER
XE—1MFENEZK, 1948F58148M2E, AHA926/4 (2020) , FEAANR
MAN, UFHRKBABEAIES, BARIE.

iRHE (ABRFNELRE) . UIAMATNREER". UEFAHRIUEEF
Ex, XAWNSH. LLAREKHFMLTBIZZES ., REABUFERN, WS HIEYX,

LB A—RIEER, BFEEEARALRAE, 2014FHZXERNLEFZ
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Ued|EHS5PEKIA T (B3N FRES, HEBIMExRERE, &
WwEL AW, BEFEARFPREFNEER)  UEINESEETE. WARSF[MHEA
FEREEFE, IAAZEEBIINEZERARANNIHNEEEREAM,

Ued—HinerR &SR TREBEMMNNERENLERXR, BNSIANTERKT
HEUEIIREWEAFIL, BEkRTRKATNEE. iR, R, ATREREHESE
R X TR, ES RS A ERESENBER A, MEUed|EHRHE
HEMEHZES, EMEFAREMHNEEER, 2HRIINELZERAREIFT L~
A REERZIRIE,

UEFFTEERRNNEZEESE, TEAEBUF (FER) . T EREREK
B. ®BUFERD, BEI2HEZR ML 55 < (Israel National Cyber Directorate,
INCD)ZEEEMB LN TIE, BEEMNBENT, Y250 ffR, BERAHA
(Technology Unit), Z45:4{k(Robustness Unit) & ¥ {EE 1=(Operation Unit) F E B[,
PARTNERAREERH. FEALTEHIFIES|(EBEMIREHEIP. &)
5%). WMZEHEEHEERNIE , A REXFEMN, NEKREIL. BEREE.
FEEE. ABREHTFE.

https://www.secrss.com/articles/24638
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HmaEm  ASVEEGR  REEIGR  ZAERR  BRBRIER MHER HEBR SEHER
P2 [ X 4% ) o K AR 3
o SRR ENEBRBIAMEMNBARRF BENFRES HEE, TERFRARI
10006 0L, EREEERT ST, BEitEFE207 8 ;
o SRAAMEZHEZ—, HT7TAE0ERE, HEE. B, . REHE
MNBIAERR, BN AREEAHTS
¢ HHA0ZRMEARERTMSONTBEELATHLTL, XE HHEEE
tbRE. NEKX. BE. BE. ZEMZEES | 81d90%H £ k5005
W RAMETIHMEREBATER
® MENRRPENAR LHTHRERBF AT, MEESKTARZIYF, F—
FEBME LT XS LA E)

https://mp.weixin.qq.com/s/LvLbzaTv8kyNOc65qnNwTQ
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UeFEEHR EHEFINRAEFEEEXBIUTENNASZEEMNERZ—.

19974, B “Tehila” (EEXMESRHIBUFEMRIE-IXESHe-GOVINE) , H
HRRIPBURFALR 5 BB R E R I+ A BUF L R IR 2 £ 19EE.

20024, UBFBUFARAE (84 /b5 RIUF) HENTERIPFUEITENR S,
EXKEITEVIEMEEFEIERESLXE/S (National Information Security
Authority, NISA) MFESCHE, ZVMAHTEENEZ NS fXBEEMER. FE5
PR

LEFMERENABRMZOESEBNT KX, UEF 2B F2010F11 B8R~ —1
THEBN, MEIEERITY, FIUEIEFSSIMNERBNIIARER . XWE A E
MBI N TEENERASRZREEL, ZZERSHERMREAREZRS
F JEsaac Ben-IsraclBIXMS . MR TEABTFEURIINETIE (1, A%,
EHfr%E) TEVBHIRET, FEFS/NEAZRSAEN, XLENAFET AEF] ST
BRERVERE TEL AR DINERERD . DTEZRT, FAMERZE AEHNE
KA. EMNEENEERANRENTOBNEEI—PMERMNER, EARSBF
FEHEKNEEYE. BRNEFZHEZEF0 R BUFEMESIE N 2 EBER 1T
&, NERMEZREEFE T2 2o

https://cyberweek.tau.ac.il/2016/about#bureau
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(HUESISERES] . [HeslmeFfneLEsE] . [MNReBEENes
E5M  ANEA. FUARNEREMEE] . [RRONERS  OHEN, =
Higm. ATEE] . [ERMEZS  MERIIKE] . [ERWEZS4ES

B . [RWEE. 4 EABHEARANG] . WAk SKE—RAEHRIA
M. [MSERE  BEMSETWAL] . [ BEMEFLOANRE] .
(AL ZRHSRKLS | | [WERRS SRR RRRNS -
EMIANE] . [MEARRAFTROBEHHEER] | [MARSAERRS] |
FEEROBATEEY] | BE T NEIINTURF LIRS, S3ZEERER
SERERERERRAT A EANBE S SAEEN, btk T KKMER.

® National Security Concerns, [EHZKZEHIFE
® Systemic Impacts, RZ{LAIR M
® Market Failures, %845kl

® Beyond the Organization, Bk —4H21

https://report.nat.gov.tw/ReportFront/PageSystem/reportFileDownload/C10703303/001
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B Resolution No. 3611 {4+

» Government of Israel ‘X%
>

m |DF Strategy 344
» Israel Defense Forces % %
>

B Resolution No. 3270 &

» Government of Israel ‘5%
>
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B Resolution No. 3611 x4+

» Government of Israel %7
» {Advancing National Cyberspace Capabilities)
>

® AHERLERI]. R FAVMMH W EAENEEME ERE,
HEEHFHIRSERMNETEEES, ZRVRETERMNEIT

® i ZEZRKMEES ( Israel National Cyber Bureau,

INCB) ;

Prime Minis;ter's Office
National Cyber Bureau

® RiiEsSUBIENEERARLKREFOHHAL, IR 4R BT E
A ERGAT DN EREM TR, R0 HERX R R
Jite AR A8 ) 25 T i o

http://www.pmo.gov.1l/English/PrimeMinistersOffice/DivisionsAnd Authorities/cyber/Documents/Advancing%20Natio
nal%?20Cyberspace%20Capabilities.pdf
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Az 1T & (KIDMA)
HRMER. EERFRNAE L7

> ZERE MR
> EMMNBELZERNAN A, (BHEXAER, BEARLLW

-
>
>

ATt X] 2.0
ARMED. BERNFRNNE £

> RBR S 13T = /R

> REIRB M AEE MR AL

> R FEME L 7= S AL
> B EE

https://www.secrss.com/articles/25657
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B |IDF Strategy X4

> MeF|EFFZE ( Isracl Defense Forces ,IDF) & 10

> {7“nx nmovnvox ) eS| EFGE RS
>

® VINEERLEMNNEZE, USUEFHMENER, SHIEERS
REFEFKE

® {RiF, WEMHITaEENBIE N FEFT, IUEF 2 IIN5E T IX —J
HER

® EETIMNEBIEFRFEMMNEES], MUERIZENNERTT

® RIFAZIMEZWENERT, IDFAEEBEIETT |

® MWLM EBRAMMAEREMEEES, DIBRARFENER.

https://www.idf.il/AXN1'0/XITIN-X¥N'7/RO00IVA'N-X¥N7/
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B Resolution No. 3270 {4

» Government of Israel %%
>

¢ BERMBF/IERMNELEIRENH (National Cyber Security Authority,

NCSA ) EHFHA—1 i, IERNELZEIESZE RS ( National Cyber
Directorate, INCD)

® RIRIESE361ISRIN, HERSERMEEBHITTIIRES] |
o ZIERNERIANES @ UEFMAItERIRMNEREZ—,

B 7NIW*1''D
Cyber Israel

Prime Minister's Office
National Cyber Bureau

ATWAND WK TIWR - MIKTA 12700 10
Mational Cyber Directorate - Prime Minister Office

https://www.gov.il/he/Departments/policies/dec 3270 2017
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B Government Plans, 2017-2018

B Government of Israel X%
»2017E385H

171203 M7JanN 190
® A TEERMLZSE (INCB) MIERMEZRE 2017-8 D"IWY

2017 YA - 1TR - D7WITY

KN (NCSA) 7E2017-2018FE M LHEIFS,
® JRIUNSCAKREHEFH BIFTINB L EIHE |
® RV LHEENSCARY IR ARS

® iR TR EEMBEIERIFNIRTNLERS
HEIEEINCSARTTXI.

http://www.plans.gov.il/pdf2017/index.html
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B Israel’s Political System

The Prime ADDOI
ppoints
Minister %_

N\

/

&8 FAM (REUVENRIVLIN) : HE%, |
19394 4 T HREE LS . 2014 7HE, FIUE Supervises
5”%101}11_,\/JL 1{;&)%7&0

f . RIERRNERITE (BENJAMIN
NETANYAHU) : &I, 1949&&?%&2’&9&0
19964F Y 1%k AIE, 200938 B R RIE
2013538 . 2015458 . 2020458 EEO

https://en.wikipedia.org/wiki/Israel
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Elects

The President

| The Government :
| State Figurehead

N

The Knesset
(Parliment)

Legislative

Elects for 7 yrs

The People

Electorate
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=K1 : FEFSIEHMRH

EREENERIINEHERFEELITNESIN, “WHEFHE KRS, o)
RO EBURMR, LB MK SIERmE kLS.
=R2 : FEEMREER

sksth B E, FEBIHE, XNNEZEEETAEEROWL.
BX3 : FFXEANAEER

MNEZE, ANEXRE. UBINENERKVIRE, FE8200FZ AT
B ARBAA, RiIkK, BRUEIINEZEHRIENE=ZER, BIARE
., MUeFy@EidmEaiEm, HEIMARG A RE, #HTHBIRA NS
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fems 4R ASEHEARR  EEEMARR  ZetrdiR R EARERRER BEMER HEERR AEKR
[El 28 M 2% 55 (Israel National Cyber Bureau, INCB) 2011 - 2017

20118 7HMAL, 2017F12B17THEER MK L& IKEN MM S

ZREEE. BNEEZRSNEEVN, NFIREEERMBUFRIL, I EIUE
A E 5K BUR FH R Rt H SE i o

ZRBNTREERAEMSZEITTHEMEES, Fies UEFENITH BIARK ML
81 Bk 7T T AY /E%

ERRNENNRIEFELEELEFEXBEZNEREMITENGE, FROERIF
ENRXMERE, BNREAHNEIEAEERATRBPONMA. RNEMFERST,
T FERES], BUFRBIIMNREFRZENEE,

ZBm AT R &5 W45 FUE R = > F O
o HprEPIER, HEEMELS

Prime Miniéter's Office
o BB TIEMETRLMSHAL ; National Cyber Bureau

® HEWENIFRIM MESAURE, DIH EF{EHEEEMIER
R 48 SRR SENE, (BB SE R MAEBUR .

https://cyberweek.tau.ac.il/2016/about#bureau
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Wk E ASVERER  EEEE R ReER R HAKRIER BEMAR HEERR KR
KM 2% 224 5B HIK ( National Cyber Security Authority, NCSA) 2016 - 2017

201698 Bz, 2017FE12B17TB EEZRME B4 H

ZEEEE. BNEAEZASHNE AV, ARBIEEZEMBUFRIL, EILMKaE
R E R BUR FH{E I H 5

® HEZRAIEMEZHEDETE - BEMNEHETE, IUEXS
ME TR S B, SFESNLERMNES

® == 7 —NBFIL-NBSEHAEFEBN ( The Israeli Cyber
Emergency Response Team , CERT) | [{ X CERT-ILAME M &5
[ 9 B PR W 48 0 P B P28 S5 45 DU R o I8 B R, I ISR ZH 21
TEBI LT PRI RE

http://mfa.gov.il/MFA/PressRoom/2015/Pages/Cabinet-approves-establishment-of-National-Cyber-Authority-15-Feb-2015.aspx
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ERms Azl HSVEHAR  EEENAR R ZEeERR BEARBRER FHHER HEKR SFEER
B R N 4% 2 448 F 25 2 ( Israel National Cyber Directorate, INCD) 2017 -

Prime Minister’s Office

National Cyber Directorate (Ma'arach)

National Cyber Security

National Cyber
Authority

Bureau

o TFRIFRAMEGZE ;
AREFREE N R IABF 257 ) < BEMR iR S 44
E AR5 MIEE

® HhTiRsRMAMEEAIFEM.

INAW 120D
Cyber Israel

A7WARD WK TIWn - "RIKT 12700 7Tvn
Mational Cyber Directorate - Prime Minister Gffice

https://cyber.gov.il/
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® Knesset Subcommittee for Cyber Defense

® XiThe Knesset (IUEBFINE) MUBINSINTHERZERAS/NAZRSIT

https://www.knesset.gov.1l/committees/eng/committee eng.asp?c 1d=4
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LI -ExXREEPAEERR. BELESMEH

® Department of Emergency, Information Security and Cyber, State Attorney's Office

® X Ministry of Justice (ZJEER) Atk

® ZEMNAMXEIFZINMNIES | UBIER, AEASZEIE, ZE2AE
GSS GS5SS — 5758 — 1998 F /A HH ML & F B N LTERR A

® Le-MBUMARB/ 1774 MK, BCSSEEMIMBKLEIH L EEZMNCTERRA .

o TR IFTIEIFIEA NIRRT

O'vownn 1T1WN

MINISTRY OF JUSTICE | Jasll &ylyg

https://www.gov.il/en/Departments/General/moj security
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Mg A fEa HLVEEA R EREMAR AR R BABRIER FMAR HERER SEKE
1 IHLE - LA "FBI" 5 g 433

® PEHETT2012518 7 —PMLEER], IMLEMEILE, FENRREFEIL
FUETE T T ARR R OEME R
® IZHERI AR E R B A IEAR T HIAE K433,

I_.--_T i -

Bl LAHAV 4332017 59

https://en.wikipedia.org/wiki/Lahav 433
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DNERIP R AV 4 IS

LiaSMEDSE R ERHE:

. SRWMENERE

T mxmzs | HEE_ANMERS
T h—— (INCB) B eSS H O E
EFRERLTEB

LEES EETrTrY)

(NCSA)
HENRSHES
ZLEEMIERE

https:/mp.weixin.qqg.com/s/LvLbzaTv8kyNOc65gnNwT
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RS R HAEHARR BRI R ZERERR AR RIELE RMEAR BEARR S{EKRZR
MYEFE B A - Government Resolution No. 2443

® 2015F2H15HET
® MAAER  HEHANEZZE HTANEFENMBFRS, e T —RIEENE

Communications (Telecommunications and Broadcasting) Law of 1982 19821815 (EB{EH #&) %

Computers Law of 1995 1995F 1+ E 41k

Electronic Signature Law of 2001 2001 FEH 75 4%

Encouragement for Industrial Research and Development Law of 1984 1984F & i) T W5 5 & oA

Inclusion of Biometric Means of Identification in Identity Documents and in an Information Database Lawof-2009,

2009&1; i?&@/ié&#@b\ﬂj

Law for Regulating Security in Public Bodies of 1998, 1998 % & #l| /.~ A 4 2 40k

Protection of Privacy Law of 1981,1981 FERFAIRIFIE

Regulation No. 5761-2001 on Privacy Protection (Transfer of Data to Databases Abroad),2001 T2 FALRIF AR

9. Supervision of Security Exports Law of 2007, 2007 FE &4 4 O &%

10.Israel Government, Government Resolution 3058 27 March 2011, &EF|EFE30585 711

11.Israel Government, Government Resolution 2097, 10 October 2011,L}{@,§UE)’Z 520975 1210

12.Israel Government, Government Resolution No. 2444, 15 February 2015, Advancing the National Preparedness for
Cyber Security, (Hebrew), | &5 BUF 252444581 HEHERMWE L2 2 Fh50

13.Israel Government, Government Resolution No. 1046,15December2013, The National Initiative ‘Digital Israel’
(Hebrew), A B F|BUFEE 1046 SR “EF @5 E 5K i1

14.Israel Government, Government Resolution No. 3611, 7August 2011, Advancing the National Capacity in Cyberspace,

&S BUFEE3611-5 RIUTE S M2 = 8] #Y E 2 ¢

N

https://ccdcoe.org/uploads/2018/10/IL NCSO final.pdf
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https://ccdcoe.org/uploads/2018/10/IL_NCSO_final.pdf
http://www.nevo.co.il/law_html/Law01/032_002.htm
http://law.co.il/media/computer-law/computers_law_nevo.pdf
http://www.financeisrael.mof.gov.il/FinanceIsrael/Docs/En/legislation/Others/5761-2001_Electronic_Signature_Law.pdf
http://www.tamas.gov.il/NR/exeres/DEAF9131-D2B3-4BA4-A804-B10C6BC7E2F7.htm
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Planning:

Stage 1: mapping the defense objectives
Stage 2: required defense level
Stage 3: the right defense

Stage 4: defining existing defense gaps

Stage 5: Work plan

https://www.gov.il/BlobFolder/policy/cyber security methodology for organizations/en/Cyber%?20Defense%20Method
0logy%?20for%?20an%200ragnization.pdf
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The damage is
estimated at:

A) Cost of up to

NIS 500,000 to the
organization. and/or
B) An investment

of up to two man-
months for handling
the incident.

The damage is
estimated at:

A) Cost of more than
NIS 500,000, but less
than NIS 5,000,000
to the organization.
and/or

B) An investment of
more than six man-
months, but less
than five man-years,
for handling the
incident. and/or

C) The asset is
defined as a
database to whom
apply the medium
security level in
accordance with
data protection
regulations of the
Law, Information and
Technology Authority.
and/or D) There is

a clear danger to
public health.
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The damage is
estimated at:

A) Cost of more than
NIS 5,000,000 to the
organization. and/or
B) An investment of
more than five man-
years for handling
the incident.

C) The asset is
defined as a
database to whom
apply the medium
security level in
accordance with
data protection
regulations of the
Law, Information
and Technology
Authority.

D) There is a clear
danger to human life.

ARk

A significant damage
will occur, which will
include one of the

two scenarios below:

A) There is a clear
and present danger
to the lives of many
people.

B) The estimated
economic damage is
over NIS 20,000,000.
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Category B
SET DEFENSE GOALS OrEagizaten
P. 24
SET GOAL'S el [
Organization
CRITICAL LEVEL P. 25-26
'EXAMINE THE 'IS-OUGHT Orgaontion
LEVEL OF PROTECTION P. 33-130
Categppr
BUILD A WORK PLAN IR
P. 30

https://www.gov.il/BlobFolder/policy/cyber security methodology for organizations/en/Cyber%?20Defense%20Method
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An increase of over 70% from last year

more than
of the cyber
Company acquisitions o/ unicorns in the
worth an estimated value O world are Israeli

of 4.7B% (private companies worth over 18$)

Israeli cyber exports are worth an estimated

31 of the world's cyber
0 investments
6. 85 B$ /0 are in Israel

‘ Cyber Israel

National Cyber Directorate

https://www.gov.il/en/departments/news/2020ind
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