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© BRFERFR : Thick Black Theory of Win the interview at the bottom for
CS NPEE, HHNEMERAIDIKERY

* As we all know, participating in the NPEE (National Post-graduate Entrance
Examination) and getting a good score is only a ticket to the reexamine or interview.
There are many cases in which high scorers are eliminated in the retest. It's not that
they didn't work hard or are not excellent, but that they didn't find then use the right
method. Hence, it 1s very important to carefully prepare for the interview.

* In this course, we will talk about how to prepare the retest, especially interview. We
will explore how to make an effective introduction letter and brand yourself. In
particular, we will discuss make an excellent résumé or CV (Curriculum Vitae). We
will also discuss how computer scientists and engineers are using machine learning
to design state-of-the-art hardware and software security platforms. In particular, we
will cover topics such as Artificial Intelligence, Computer System, Network, Open
Source and Security. After completing the course, you should be able to appreciate
the new trends of using thick black-driven techniques and skills in both interview
and reexamine and should be prepared to start your own graduate career.
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Definition/Classification of Artificial Intelligence

YVYCDUOSLCL
What is Al? Merriam-Webster Dictionary: \/

“An area of computer science that deals with giving machines the ability
to seem like they have human intelligence”

“The power of a machine to copy intelligent human behavior”

How Al is classified?
Artificial Weak/Narrow Intelligence ( ) I'

Focuses on improvement of individual ability, e.g. Siri

Artificial General Intelligence ( )
On humankind, human’s brains, e.g. TrueNorth

Artificial Superintelligence ()
Smarter than human brains, including innovation, recognition and social

+ Artificial intelligence (Al) is the branch of computer science
concerned with making computers intelligent, just like people.

- XINERE: TEEEE, NSEARED—FEE

* Al is the multidisciplinary study of human intelligence through
attempts to artificially model it.

- BirERE: MSERNIRENSHA, B

* Intelligence emerged from collective behaviors of lots of agents
without or with little intelligence
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Artificial
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Artificial
Intelligence

Machine

Machine Learning Learning

Deep Learning

TO Al RESEARCH STAFF

TO THE GENERAL PUBLIC
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o H=z8¥> !

> WEF>S  SVM, Z&tEHEI

> TEES : kB, Eoo

> ¥IWEFS  BllGE. ETERNFEEEE. FRES
A=A

> BFS : ERERKRFSq learning, sarsa LAR{HEHEZM
LFSPIDQN., EiEHIHT/HAY Policy GradientsFzActor
CriticE

| o REF
> REMENE, ERERNL ...

| Learning = Looking for a Function

Speech Recognition

O =] )= "

Handwritten Recognition f( A )= 2’
Weather forecast fO Thusday )=* ,  Saturday’
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HEeF I EF =

PlazF S22 L EEER F I
RIBFRGHENHEREEE.

Machine Learning

Labeled Data algorithm

® HEFI
> WEES : SVM, &itH5)
> TWREBZS kB FROHT
> ¥IEEFS  gllgii. ETENFEESEA. FEEXS
mEA
> BFES) : ERFRIESFSq learning, sarsa LARfEFHE
KFSRIDQN. BEiEmtH1T/989 Policy GradientsFActor

:::‘ii::o n C ri t I ¢ %
R Learned ° ?ﬁg%\ig
Labeled Data model > iﬁ?}ﬁ@éél@%\ Wéélﬂ%
o : 1 51 2 52 N gN
Training data: {(x1,91), (x%,92), ..., (¥, 9"V)}
Training:

Step 2: define

loss from sz o

training data

y = fo(x) L(O)

optimization

0" =arg mein L

ll,

Testing data: {xN+1 xN+2 xN+M}

Use y = fp+(x) to label the testing data
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no. of views

The function we want to find ...

e Hung-yi Lee

y=f(| i

on 2/26

AN 11 || S £ S | S | SN | S | S | S | | |
m m m Im m m m Im 1
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1. Function
with Unknown Parameters

]
EE HEAR #ITORAE 48 e (S ==
met 9 17,022 26,011 27,602,732 2,066,634 268,778.0 7:48
=1528 = = 620 218 R
— 202021838 = 2 sz 2 20

Model Yy = b + wx;  based on domain knowledge

feature
y: no. of views on 2/26, x1: no. of views on 2/25

w and b are unknown parameters (learned from data)
weight bias
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> Loss is a function of

2. DefinellLoss parameters 1 (p )

from Training Data » Loss: how good a set of

values is.
L(0.5k,1) y=b+wx; — y = 0.5k + 1x; How good it is?
Data from 2017/01/01 - 2020/12/31

2017/01/01 01/02 01/03  eeeess 2020/12/30 12/31
O O O O O
4.8k 4.9k 7.5k 3.4k 9.8k

0.5k+1xy =y 53k
3 e;= |y — 9| = 0.4k
label y
O
4.9k
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> Loss is a function of

2. Define parameters 1 (p w)
from Train mg Data » Loss: how good a set of
values is.

L(0.5k,1) y=b+wx; — y = 0.5k + 1x; How good it is?
Data from 2017/01/01 — 2020/12/31

2017/01/01 01/02 01/03  eeeess 2020/12/30 12/31
O O O @ O
4.8k 4.9k 7.5k 3.4k 9.8k

0.5k+1x; =y 5.4k 0.5k+1x, =y
3 e,= |y —9y| = 2.1k : en
y y
O O O
4.9k 7.5k 9.8k
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> Loss is a function of

2. Deflne _.OSS parameters [ (p w)
from Trair INg Data » Loss: how good a set of
values is.
O o—
4.8k 4.9k
l 1
b+wx, =
wh =X Loss: L = —z e,
; 31 N
A n
y
—
4.9k
e =|y—79]| L is mean absolute error (MAE)

e = (y—9%)? L ismean square error (MSE)

If y and § are both probability distributions sy Cross-entropy
B
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> Loss is a function of

2. Define Loss parameters [ (p w)
from Trair INg Data » Loss: how good a set of

Model y = b + WXq values is.

1000 Small L
A 4

7504

) 000 025 050 075 100 125
Large L W
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3. Optimization w (il argmint

Gradient Descent

> (Randomly) Pick an initial value w°

oL
» Compute 5 [—

Loss
N
‘N o

i Positive ‘ Decrease w
e
N
:

W0 ' w
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3. Optimization v {il argmint

Gradient Descent

> (Randomly) Pick an initial value w"

oL
» Compute Elw:wo
Loss X 0 dL
L w- e w _77%|W=W0

o0 7:learning rate
hyperparameters
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3. Optimization w{il argmint

Gradient Descent
> (Randomly) Pick an initial value w"
dL
» Compute 3 | =0
Loss | 0 oL
L W &<w- —17 % |W=W0

‘i

» Update w iteratively

Y

Does local minima truly cause the problem?

Local

global
minima
\ &

0 1
o\ ¥
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3. Optimization w*,b* = arg min L

w,b

> (Randomly) Pick initial values w®, b°

» Compute
: dL oL
L gw (W=WOb=D° wh e w? — W lw=w® b=b°
: aL Il
ob |W=W0,b=b0 _ b1 bO —n % |W=W0,b=b0

Can be done in one line in most deep learning frameworks

» Update w and b interatively
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Model Yy = b + WX41
3. Optimization w*,b* = arg min L

w,b

1000

-2

-500

-750

~1000 - LR , , A\
~0.75 -050 -0.25 000 025 050 075 100 125

w

UCAS XGS001CD SPRING 2022 Seminar - Lecture 3 , Mar. 27, 2022 lixeon.lij@gmail.com | 20/44



Nzxd, KEFS

Machine Learning

G |y 730

Input Feature extraction Classification Output

Deep Learning

Gip — SEGETEY —

Input Feature extraction + Classification Output
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AT HEME R E

ATHERE o

BN
Fastr RCNN = ® &°
Residual Net .
S
LAY

ITEER LS

I | I | I I I I I I |
1950 1960 1970 1980 1990 2000 2010

UCAS XGS001CD SPRING 2022 Seminar - Lecture 3 , Mar. 27, 2022 lixeon.lij@gmail.com | 23/44



Neural networks return and excel at image
recognition, speech recognition, ...

The 2018 Turing award was given to Yoshua
Bengio, Geoff Hinton, and Yann LeCun.

) hidden layer 1 hidden layer 2 hidden layer
input layer

UCAS XGS001CD SPRING 2022 Seminar - Lecture 3 , Mar. 27, 2022
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ANEF IR T FRIIRRE

BER (K1) iR FEFIGERHE g5, 1ER itEaED
1 Cloud TPU
VGG-19 34-layer plain 34-layer residual f
PO P | T TensorFlow

¥ Microsoft

CNTK
= S @&

Caffe2 P e
dmlic =
mxnet |

— == PYTYRCH

2

AEFI+RAMHT: RIEES. K. ITRNGRSE. FTIRURSHARSR
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— N EIERRIERE RS T

e A NN with one hidden layer and one output layer

Hidden

Weights Biases

Input

|.

L —

.

e

hidden layer h X o(W;x +|b,)

Output

output layer y =fc(W,h + b;)

Activation functions

4 + 2 = 6 neurons (not counting inputs)
[3x4]+[4x2] =20 weights
4 + 2 =6 biases
26 learnable parameters
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ez M F

o EAESHIE :
> GRBN O, EEHEL. XAISHE. (SRR, VISSEhE.

« Healthcare

 Vision . \
\NLP AERZ. WHERS. ...
S H " o ITEMANG
* ©peech recognition > Big%. BHRRE. BEYHE. ..
- Self-driving cars | > NBGRE). HESTAL. BINRE. SHRRE.
« Stock market analysis o E=ing -
« Recommendations o HIEAIRG. FELUREN. ..
« Sentiment analysis o EIFRRI. IEBEXF. ..

« Human behavior

* Quality of life

« Business

e Sports

« Bots / chatbots

« Science / engineering

« Bioinformatics
 Precision medicine

« Unsupervised learning
« Reinforcement learning
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ILSRVC Top5 Error

ILSRVC Performance

30%
25%
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RAEFILE
- ST (Integrity): HBAYEIHIERBRY. FFETRERRVZES

- FONEEERAYEEME (Robustness)
- FUNZFERY RIS (Trustworthy)

- {82 (Confidentiality): 1%
HURIRZME (Data Confidentiality)

- REREM (Model Confidentiality) NBEEPFAKES

MH-== JOINS 2016 RACE FOR PI
HEE

- {CI2 (Ethics): NBAMERFTEAE. BE. CHE ‘
- AIEERI AT (Fairness)

- AIEZEATIERE (Misuse)

VERIFIED

e VEi) A Global Pandemic Will Force

z///ﬁ;{%&’ .
These Industry Sectors To Strike
Xﬁﬁw;ﬂé/ Smart
- As the world is gearing up for the

coronavirus pandemic, cities are vowing to

d f@lﬁﬂiﬁfﬁgﬁ_@&i}”ﬁﬁﬁs *Eﬂ\ EEFZ%t%EF not let the virus move in to prevent the

RRMSARACEIG. HE. 8 s ——— notrealnews.net

- ERHSIRA SR AT A = R RS R - INES 7 SE =
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RAEFIRFW L

Fl1l 9 |l ™ 1 "IUM "9V Inilnj

\- -—E m

- \EREE (Bit-flipping) IV

- [Rakin ICCV'2019] ResNet18t&H4ch, FEE13 MNFHER] (&
TR EERRZR M 70%FEF0.1%,
- (EREEERERT LA{EAARow-Hammer Attacker5epk,

- B IRT A

- [Clements 2018] BISFEHERERIZIT, EMENRtriggerATH
TR PRIE N neuronBiRE

S

Synapses uneffected by
injected Trojans

synapses actively
effected by Trojans

" WwEE E W '---'---‘,

Production (untrusted) I

weights

Hidden' Layers

[Rakin ICCV2019]

Input Layer
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I-l

i
DA
too

St i network
28 : architecture

=]

Is

3" party
1Ps

RAS

Rapid row activ

Datq [R/W

C;‘

ations (purple row) may 8

change the values of bits stored in victim rows

{yellow rows),!!

1):2

Row-Hammer Attack (RHA)

functional/
1 behavioral

Testing !
llhlu - (trusted)

[

R=
0=

[Clements 2018]

E
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XUV T

XIEFEEFAEIN—MAEE50Y (REIEREARBIN) iah, FeeSEuRE
T8 [Szegedy ICLR2014],[Goodfellow ICLR2015],

+.007 x

3 x +
& sign(VgJ(0,x,y)) esign(V,J(0,,1))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Fast gradient sigh method (FGSM): m = esign (VzJ(0,z,y))

?';;A:)f;ae;ee ;s A . Runway e wors ofmes” e
Benign age: x 0.001 %
Fooling VQA = -
Target: Sky ;ﬂf = =>@g I~ I ey
wwwwwwwwwwwwww hata singie” Adversarial Perturbation No. of steps
Fooling video Q&A Fooling speech-to-text Fooling RL agent
[Fukui 2016] [Carlini 2018] [Kos 2017] 0O 20 4 60 8 100 120

Iris Pill

R, XA, FM. R, BB (R, axi8Y) . ME=E (BSRE. B8RM4) | £6%
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SHINERN— &S5 AR RE

One common approach to finding adversarial examples is as follows

= Take an image x, which is labeled by the classifier C (e.g., Logistic Regression, SVM, or
NN) as class y, i.e., C(x) =y

= Create an adversarial image x,4, by adding small perturbations § to the original
image x, i.e., Xqq, = x + 6, such that the distance D (x, x44,,) = D(x, x + §) is minimal

= The aim for a non-targeted attack is that the classifier assigns a label to the adversarial
image that is different than y, i.e., C(xqqy) = C(x +8) # y
o Or, for a targeted attack, the aim is that C(x44,) = C(x + 6) =t # y, where ¢ is the target class

/ distance between x and x+8 = x4,
minimize D(x,z + 0)

such that C(x + §) =t — x+§ is classified as target class t
x4+ 0 €[0,1]"
\ each element of x+d is in [0,1] (to be a valid image)
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SHEIIHUFARIGAN T ZRREE

Generative adversarial networks (GANSs)

G {,Z:”g} D(x:04)
A . 2 @ X d
llf Pz - (Fake)
— = [ﬂ, 1] Fake
— VS
i Real
. X ~ Pd
(Real Samples) Discriminator

* Generate more realistic instances
* Approximate certain distribution
 Efficient once the generator is trained
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SEIHERNGANTTERIRER (Cont.)

Original instance

Real

T

L=L

Generator

Adv

r+ G(z)

Perturbed instance

I

Target white-box | :
/distillated Black-Box*~— - — -~/

+ alLgan + BLuinge
LoaN = Epnpypn(@) 108 D(7) + Eppyy,n(e) log(l — Dz + G(2)))
Ll =E.li(z + G(z),t)

Lhinge = Eg max(0, |G(z)[|2 — ¢)

UCAS XGS001CD SPRING 2022 Seminar - Lecture 3 , Mar. 27, 2022

D

I

Loan

Discriminator

N

. -,

f

Eadv

L]

)

Black-box can be performed

here via distillation
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XITUF NI IR AN 55328

= B rsisty) ©
E 7 e PO ol
® @ @ @ @
1. 2. 3. 4. 5.
Collect Data Prepare Data Train model Evaluate model Improve
Data Poisoning Attack w Evasion Attack
eaker
/ Training \ f Inference \
1. Read 1. Pipeline
B N
g 2. Inject 2. Model
- BlackBox
Dataset 3. Modify
3. Architecture
4. Logic 4.Weights
\ Corruption /
Q/hiteBox /
Model
Stronger ==
- UCAS XGS001CD SPRING 2022 Seminar - Lecture 3 , Mar. 27, 2022
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XEQ -5CK ts+~ MCEnsemble

o o @ k:
= A Normalization
@ <
>. GMP+ . UF G Distributional detection
L B J o
| - . - Detection
HG - i PCA detection
@ 3 ©
bW, OW Secondary classification
= < 9,
- Stochastic
@
Generative
3 o
PMW+  RGB HOKE S NG OPGe PM O Training process
GR Z( WGO+ WGZ+ KH GWL+ ArChiteCture > Prevention
HXS+ SYN LGK RRB - 7SL+ BIL+ SCW+ Retrain
x 77 » [ » *
LBR+ KGB DGR XEQ DSC+ Pre-process input
Ll 3 & ® o -

SRIDE - FERAR
S RESEHEE (FRESE. X
SR B FA. RIK. IUTSEE

%)

UCAS XGS001CD SPRING 2022 Seminar - Lecture 3 , Mar. 27, 2022 lixeon.lij@gmail.com | 39/44



XITUEANFERNRE

=

@

Pl

=

e

i

=

w

€

—

o |

=] i Indirect
N f encoding
(] p«

—_ t

[y A

o A

';-'_" 4

ey ",r"\

= £
= ]
I Gy

LY Direct encoding
~ gradient method

'.' Training set

DDO Test set

Evolved images,
AN indirectly encoded
[this|

(] Adversarial
Example |30

Gradient ascent
[this, 11, 13, 26]
Q and evolved
images, directly
encoded [this]

In discriminative models, decision boundary is loose. Data points
occupy much less space than what is assigned to them.

Generative models would not be easily fooled.
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Two Drug Possession Arrests

BERNARD, PARKER

LOW RISK HIGHRISK 10

Fugett was rated low risk after being arrested with cocaine and

marijuana. He was arrested three times on drug charges after that.
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1. FNFFREZFS] 229K https://courses.d2l.ai/zh-v2/

2. Al-EDU Microsoft https://microsoft.github.io/ai-edu/index.htm|

3. REZIHEIREH Amusi https://github.com/amusi/Deep-Learning-Interview-Book

4. FHEMSCERIRE S HE https://github.com/PaddlePaddle/awesome-Deeplearning

5. AlIF£ https://github.com/weslynn/AlphaTree-graphic-deep-neural-network

6. MindSpore##F £ 4 https://www.mindspore.cn/tutorials/zh-CN/r1.6/index.html
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